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200 \

BEGIN

DISCOVER, USING A ROUTER OF A LOCAL AREA NETWORK, A
202y PLURALITY OF MEDIA FILES STORED IN A PLURALITY OF NETWORK
DEVICES OF THE LOCAL AREA NETWORK

v

CREATE, AT THE ROUTER, A CATALOG OF THE PLURALITY OF MEDIA

204~ FILES STORED IN THE PLURALITY OF NETWORK DEVICES BASED ON

INFORMATION ASSOCIATED WITH THE MEDIA FILES OBTAINED DURING
THE DISCOVERY PROCESS

!

RECEIVE A MESSAGE AT THE ROUTER INDICATING AUSER AT A
REMOTE NETWORK NODE IS REQUESTING ACCESS TO THE MEDIA
FILES STORED IN THE PLURALITY OF NETWORK DEVICES OF THE
LOCAL AREA NETWORK

206

IS TRANSMISSION NO
RECEIVED AT THE ROUTER FROM REMOTE

ETWORK NODE AUTHORIZED?2

208

SEND THE CATALOG INFORMATION FROM THE ROUTER TO THE
210 REMOTE NETWORK NODE TO PRESENT THE CATALOG OF THE
PLURALITY OF MEDIATO THE USER

END

FIG. 2
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212 RECEIVE A MESSAGE AT THE ROUTER FROM THE REMOTE NETWORK
e NODE REQUESTING ONE OR MORE OF THE MEDIA FILES

l<

IDENTIFY THE ONE OR MORE REQUESTED MEDIA FILES BASED ON THE
INFORMATION INCLUDED IN THE REQUEST MESSAGE AND DETERMINE
THE LOCATION WHERE THE ONE OR MORE REQUESTED MEDIA FILES
ARE STORED WITHIN THE LOCAL AREA NETWORK

!

SEND THE ONE OR MORE REQUESTED MEDIA FILES FROM THE
2167y ROUTER TO THE REMOTE NETWORK NODE FOR PRESENTATION TO
THE USER

214

ADDITIONAL
REQUEST MESSAGE RECEIVED FOR ONE OR
MORE MEDIA FILES?

YES

USER LOG OUT
AT REMOTE NETWORK NODE
DETECTED?

FIG. 3
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NETWORK CONNECTED MEDIA GATEWAY
FOR COMMUNICATION NETWORKS

RELATED APPLICATIONS

This application claims the priority benefit of U.S. Provi-
sional Application No. 61/550,335 filed Oct. 21, 2011.

BACKGROUND

Embodiments of the inventive subject matter generally
relate to the field of communication networks and, more
particularly, to a network connected media gateway for com-
munication networks.

Local area networks (ILANs), such as home or office net-
works, typically include a router (or gateway) that connects
the LAN to a wide area network (WAN) and routes packets
between the two networks. Various network devices ina LAN
can access and download information from the Internet via a
router, and the router can manage the various packet streams
from the different network devices accessing the Internet. The
router of the LAN can also provide various security features,
such as a firewall, to prevent unauthorized or malicious
attempts to remotely access the LAN.

SUMMARY

Various embodiments are disclosed for implementing a
network discovery and remote access mechanism for a local
area network. In one embodiment, a plurality of files stored in
a plurality of network devices of the local area network are
discovered. A catalog of the plurality of files is created based,
at least in part, on information associated with the plurality of
files. The catalog of the plurality of files is provided to a
remote network node of a wide area network in response to
receiving a message from the remote network node request-
ing access to the plurality of files stored in the plurality of
network devices of the local area network. One or more files
are provided to the remote network node in response to
receiving a message from the remote network node request-
ing one or more files from the catalog of the plurality of files.

BRIEF DESCRIPTION OF THE DRAWINGS

The present embodiments may be better understood, and
numerous objects, features, and advantages made apparent to
those skilled in the art by referencing the accompanying
drawings.

FIG. 1is an example block diagram illustrating a wide area
network connected media gateway for implementing network
media discovery and remote access for a local area network,
according to some embodiments;

FIG. 2 is a flow diagram illustrating example operations for
implementing a network media discovery and remote access
mechanism in a wide area network connected media gateway,
according to some embodiments;

FIG. 3 is a continuation of the flow diagram of FIG. 2
illustrating additional example operations for implementing
the network media discovery and remote access mechanism
in a wide area network connected media gateway, according
to some embodiments;

FIG. 4 is a messaging diagram illustrating example com-
munications exchanged by the network devices to implement
the network media discovery and remote access mechanism,
according to some embodiments; and

10

15

25

45

50

2

FIG. 5 is a block diagram of one embodiment of a network
device including a mechanism for network media discovery
and remote access in a wide area network, according to some
embodiments.

DESCRIPTION OF EMBODIMENT(S)

The description that follows includes exemplary systems,
methods, techniques, instruction sequences and/or computer
program products that embody techniques of the present
inventive subject matter. However, it is understood that the
described embodiments may be practiced without these spe-
cific details. For instance, although some examples focus on
a mechanism for discovering and cataloging media files
stored in network devices of a home network using a router in
the home network, in other implementations a router (or other
type of network traffic management node) described herein
may also be configured to discover and catalog text files and
other suitable types of data files stored in network devices of
other types of networks (e.g., other types of LANs, such as an
office network). In other instances, well-known instruction
instances, protocols, structures and techniques have not been
shown in detail in order not to obfuscate the description.

Various network devices ina LAN, such as a home or office
network, can access the Internet via a router (or gateway) by
using a wireless communication protocol (e.g., IEEE
802.11a/b/g/n), a powerline communication protocol (e.g.
HomePlug AV), and/or other types of wired/wireless commu-
nication protocols (e.g., Ethernet). Each of the network
devices may store digital media and text files. For example, a
notebook computer may store one or more video or music
files downloaded from the Internet, a mobile phone can store
one or more image files after the user takes pictures with the
embedded digital camera, a desktop computer can store vari-
ous text files, etc. When the LAN is accessible to a user of one
of'the network devices (wired or wireless), the user can typi-
cally access the media files stored in most or all of the other
network devices in the LAN (e.g., if the devices are network-
compatible and are configured to share the stored files). For
example, the user can access files or send files using a peer-
to-peer wireless connection, using a wireless connection
through the router of the LAN, using a wired connection such
as Ethernet, etc. However, when the user is located remotely,
the user typically cannot remotely access media files stored in
the network devices within the LAN.

In some embodiments, a router (or other type of network
traffic managing node) in a LAN may be configured to imple-
ment a network media discovery and remote access mecha-
nism to allow a user to remotely access the media files (and
other types of files, such as text files) that are stored in the
various network devices of the LAN. As will be further
described below, the router may first discover the media files
that are stored at the various network devices of the LAN and
obtain information associated with the media files. The router
may create a catalog of the media files based on the informa-
tion obtained during the discovery process. The router can
then send the catalog of the media files to a remote node in a
WAN in order to be presented to the user. The user can
remotely access the media files stored in the LAN by selecting
one or more of the media files from the catalog of media files
received from the router, as will be further described below
with reference to FIGS. 1-5.

FIG. 1is an example block diagram illustrating a wide area
network connected media gateway for implementing network
media discovery and remote access for a local area network,
according to some embodiments. As shown in FIG. 1, a LAN
100 comprises a plurality of network devices 102 and a router
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110. The plurality of network devices 102 may include vari-
ous type of wired and wireless networking devices, such as
notebook computers, tablet computers, mobile phones, desk-
top computers, digital cameras, televisions, gaming consoles,
smart appliances, and other suitable network devices. The
router 110 (or gateway ) is anode in acommunication network
that receives and routes packets from and to the communica-
tion network. The router 110 is a network traffic managing
node between two or more networks that receives, processes,
and routes packets associated with the networks. It is noted,
however, that in other embodiments the LAN 100 may
include other types of network traffic managing nodes and/or
network traffic managing nodes that are configured to per-
form various functions for the network(s), e.g., a server com-
puter system that incorporates one or more of a cable modem,
gateway/router, wireless access point, bridge, switch and/or
storage, which may also implement the functionality describe
herein with reference to FIGS. 1-5. As shown in FIG. 1, the
router 110 allows the network devices 102 of the LAN 100 to
access the WAN 140 and receive content from the WAN 140.
The LAN 100 is one of many LLANs that form the WAN 140,
which is may be generally referred to as the Internet 120. As
illustrated, the WAN 140 may also include various networks
of servers (and other network devices and software). In one
example, one of the networks of servers can implement cloud
computing on the Internet 120, which will be referenced
herein as the cloud computing network 150 (or the cloud
150).

In some embodiments, the router 110 includes a media
discover unit 112, a remote media access unit 114, one or
more processors 115, and a memory unit 118. The media
discovery unit 112, the remote media access unit 114, the one
or more processors 115, and the memory unit 118 of the
router 110 are configured to implement a network media
discovery and remote access mechanism to allow users
remote access to media files (and other types of files) in the
LAN100. For example, the media discovery unit 112 may be
configured to implement the functionality and networking
protocols for discovering the media files stored in the various
network devices 102 of the LAN 100. The media discovery
unit 112 may also be configured to obtain and analyze infor-
mation associated with the media files to create a catalog of
media files, as will be further described below. In some
embodiments, the one or more processors 115 of the router
110 can execute program instructions (e.g., stored in the
memory unit 118) associated with the media discover unit
112 to implement the media discovery and information analy-
sis techniques described herein. The remote media access unit
114 may be configured to receive communications from
remote network nodes in the WAN 140 and verify/authenti-
cate that the communications are from authorized users, enti-
ties, or services. The remote media access unit 114 may also
be configured to implement the remote access mechanism for
the router 110 to provide access to media files stored in the
LAN to a user at a remote network node, as will be further
described below. In some embodiments, the one or more
processors 115 of the router 110 can execute program instruc-
tions (e.g., stored in the memory unit 118) associated with the
remote media access unit 114 to implement the mechanism at
the router 110 described herein for allowing remote access to
the media files discovered in the LAN 100.

As shown in FIG. 1, in some implementations, the router
110 may include a network interface card (or module) 111.
The network interface card 111 may implement the media
discover unit 112, the remote media access unit 114, the one
or more processors 115, and a memory unit 118 (e.g., in one
or more integrated circuits). In other implementations, the
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router 110 may include a plurality of network interface cards
and circuit boards (including network interface card 111), and
the plurality of network interface cards may implement the
media discover unit 112, the remote media access unit 114,
the one or more processors 115, and a memory unit 118.
Although not shown in FIG. 1, in some implementations, the
router 110 may include one or more additional processors and
memory units (and other components) besides processor(s)
115 and memory unit 118. For example, the router 110 may
include one or more processors and one or more memory
units in one or more additional circuit boards.

FIG. 2 and FIG. 3 are flow diagrams (“flows”) illustrating
example operations 200 for implementing a network media
discovery and remote access mechanism in a wide area net-
work connected media gateway, according to some embodi-
ments. The flows begin at block 202 of FIG. 2 and continue
with block 212 of FIG. 3. FIG. 4 is a messaging diagram
illustrating example communications exchanged by the net-
work devices to implement the network media discovery and
remote access mechanism, according to some embodiments.
The messaging diagram will be referenced within the descrip-
tion of FIGS. 2 and 3.

Atblock 202, media files stored in the plurality of network
devices 102 of the LAN 100 are discovered at the router 110.
For example, the media discovery unit 112 of the router 110
discovers digital media files, such as digital audio, video,
and/or image files, stored in the plurality of network devices
102. It is noted that the media discovery unit 112 may also
discover othertypes of files, such as text files or other types of
data files, in addition to media files. In some implementations,
the router 110 may be a Digital Living Network Alliance
(DLNA) compatible network device that implements DLNA
compliant protocols to discover the media files stored in the
DLNA-compatible network devices 102 of the LAN 100. For
example, the router 110 can implement Universal Plug and
Play (UPnP) protocols to discover the media files in the LAN
100. It is noted, however, that in other implementations the
router 110 can implement other suitable networking proto-
cols or a combination of networking protocols to discover the
media files stored in the network devices 102 of the LAN 100.

As part of the discovery process, the media discovery unit
112 of the router 110 obtains information associated with the
media and text files that are stored in the network devices 102.
For example, the media discovery unit 112 can obtain the file
extension, the file name, and/or metadata associated with
each of the mediafiles, in order to determine the type of media
file (e.g., type of audio, video or image file) and information
associated with the content of the media file (e.g., title of
movie/song, duration of movie/song, artist/actor names,
time/date stamp of image, file size, etc.). In addition to obtain-
ing the information associated with the media files and the
information associated with the content of the media files, the
media discovery unit 112 may also obtain information asso-
ciated with each of the network devices 102 where the corre-
sponding media files are stored. For example, the media dis-
cover unit 112 may obtain a device ID (e.g., manufacturer
model and/or serial number), device address (e.g., a media
access control (MAC) address, IP address, etc.), a device type
(e.g., notebook computer, television, DVR, etc.), and/or
device resources/capabilities (e.g., IEEE 802.11n, Blue-
tooth®, and Ethernet communication capabilities).

In some implementations, the media discover unit 112 can
obtain the information associated with the media files, the
information associated with the content of the media files, and
the information associated with the corresponding network
devices 102 by periodically sending discovery request mes-
sages to the network devices 102 and receiving the requested
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information from the network devices 102 in discovery
response messages (e.g., see discovery messages 402 shown
in FIG. 4). In some implementations, the media discovery
unit 112 can obtain the information by receiving messages
from the network devices 102. For example, the network
devices 102 can automatically send updated information
when the stored media files are modified (e.g., new media file
added, media file deleted, etc.), and/or the network devices
102 can send the information periodically whether or not the
information is updated. It is noted, however, that in other
implementations the information can be obtained by sending
requests to some devices and automatically receiving the
information from other devices, or the information can be
obtained by various other techniques utilizing specific net-
working protocols. After block 202, the flow continues at
block 204.

Atblock 204, a catalog is created of the plurality of media
files stored in the plurality of network devices 102 based on
information associated with the media files that is obtained
during the discovery process. For example, the media discov-
ery unit 112 of the router 110 creates a catalog of the media
files that are discovered in the LAN 100 based on the infor-
mation associated with the media files, the information asso-
ciated with the content of the media files, and the information
associated with the corresponding network devices 102. As
described above, in some implementations, the media discov-
ery unit 112 obtains the file extension, the file name, and/or
metadata associated with the media and text files that are
stored in the network devices 102 of the LAN 100, and also
information associated with the corresponding network
devices 102. The media discovery unit 112 can utilize the file
related information obtained from the network devices 102 to
create the catalog the media files at the router 110. For
example, the file extensions (e.g., .mpeg, .mp3, . jpg, .Ixt, etc.)
can indicate the category of file (e.g., video, audio, image,
text, etc.) and also the format of the file. Based on the file
related information, the media discovery unit 112 can catalog
the media files based on the categories of media files, such as
video, audio, image, and text files. Also, within each category,
the catalog can include sub-categories or types of media files.
For example, within each category, the catalog can be orga-
nized by file extension or file format. Within the video cat-
egory, the media discovery unit 112 can organize the video
files into movies and video clips and/or by video file exten-
sions, for example.

Also, the metadata associated with the media and text files
can indicate information associated with the media file con-
tent (e.g., title of movie/song, duration of movie/song, artist/
actor names, time/date stamp of image, file size, etc.). In one
example, the media discovery unit 112 can parse the metadata
associated with the files to determine this information. Based
on the metadata and other related information, within each
category, the catalog can be organized according to the meta-
data, such as by title in alphabetical order. In another
example, the digital video and music files can be organized by
movie or music genre. It is noted, however, that the media
discover unit 112 can organize the media and text files in a
variety of ways, and may offer users the option to configure
the way the catalog is organized based on the available infor-
mation. For each catalog entry associated with a media file,
the media discovery unit 112 can also include location and
other information associated with the network device 102
where the media file is stored. For example, as described
above, the media discovery unit 112 may associate a device
1D (e.g., manufacturer model and/or serial number) and a
device address (e.g., a media access control (MAC) address,
IP address, etc.) with each catalog entry associated with a
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6

media file, in order to enable access to the media file. As was
described previously, although some examples describe cre-
ating a catalog of media files, it is noted that in some imple-
mentations the router 110 may also catalog text files and other
types of data files in addition to media files. After block 204,
the flow continues at block 206.

At block 206, a message is received at the router 110
indicating that a user at a remote network node in the WAN
140 is requesting access to one or more media files stored in
the network devices 102 of the LAN 100. For example, the
user can directly access the router 110 remotely via the Inter-
net 120 using a client application (e.g., web browser or web-
based router interface) running in the network device 122, and
send a message (e.g., one or more IP packets) to the router 110
(e.g., using the router’s IP address and/or other network
address) requesting the catalog of the media files available in
the LAN 100. In another example, the user of the network
device 122 can remotely access the router 110 using a service
provided by the cloud computing network 150. The cloud
computing network 150 can host a website or other type of
web or cloud interface where the user can log in to remotely
access the router 110 and send a request message for the
router 110 to send the catalog of the media files discovered in
the LAN 100. In one implementation, when the user logs in
for access to the router 110 via the client application or via the
cloud computing network 150 (or via other remote access
means), the request message (e.g., access request 404 shown
in FIG. 4) for the catalog of media files is automatically sent
from the client application or the cloud 150 in response to
verifying and authenticating the user credentials. In another
implementation, using the client application or the cloud 150,
the request message for the catalog of media files is sent in
response to the user selecting an option in the user interface
after the user logs in. In some implementations, after the
catalog of media files is received at the client application or
the cloud 150, the user can request an updated catalog of
media files at any time by selecting an update option in the
user interface. It is noted, however, that in other embodiments
the user can access the router 110 and obtain the catalog of
media files via other web-based remote access mechanisms,
or via mobile broadband remote access mechanisms. After
block 206, the flow continues at block 208.

At block 208, it is determined whether the transmission
received at the router 110 from the remote network node is
authorized. In one implementation, the remote media access
unit 114 of the router 110 verifies and authenticates the user
credentials entered at the remote node in the WAN 140 (e.g.,
via the client application or via the cloud 150). The remote
media access unit 114 can also verify and authenticate the
service or application that sent the message requesting the
catalog of media files; for example, the remote media access
unit 114 can verify and authenticate the client application
running in the network device 122 or the service provided by
the cloud 150. In some implementations, in addition to veri-
fying and authenticating user credentials and/or the service/
application associated with the remote network node, the
remote media access unit 114 and the remote network node
may implement encryption and other security techniques for
transmission of data and other messages. If it is determined
that the transmission from the remote network node is not
authorized, the transmission is discarded and the flow ends. If
it is determined that the transmission from the remote net-
work node is authorized, the flow continues at block 210.

At block 210, the catalog information is sent from router
110 to the WAN 140 to present the catalog of the plurality of
media files to the user. For example, the remote media access
unit 114 may send the catalog information from the router 110
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directly to the network device 122 (e.g., see catalog informa-
tion 406 shown in FIG. 4), the catalog information is stored at
the network device 122, and then the catalog of the plurality
of media files is presented on the display of the network
device 122 using the client application (e.g., a web browser or
other user interface to the router). In another example, the
remote media access unit 114 may send the catalog informa-
tion from the router 110 to the cloud computing network 150,
the catalog information is stored in the cloud 150, and then
one of the servers in the cloud 150 can present the catalog of
the media files on the website or cloud interface (or other
web-based remote access service) where the user is logged in.
For example, the user may log in at the website or cloud
interface running in one or more of the servers of the cloud
150 that allows the user to remotely access the router 110,
receive the catalog information, and present the catalog of
media files to the user. As illustrated in FIG. 1, in some
embodiments, the remote media access unit 114 of the router
110 may implement the networking protocols (e.g., TCP/IP)
for communicating with the client device 122 and/or the
cloud 150 via the WAN 140.

In some implementations, the remote media access unit
114 of the router 110 may send the catalog of media files that
is created at the router 110 directly to the network device 122,
to one or more servers of the cloud computing network 150, or
to one or more other servers in the Internet 120, in order to
present the catalog of media files to the user. In one example,
the catalog of media files can be presented to the user as a
listing of media files in different categories (e.g., videos,
audio, images, other (text), etc.), where the name (e.g., the
title of the movie, song, image, etc.) and/or other information
(e.g., file extension associated with media file, file size, etc.)
associated with the content of each media file is displayed. It
is noted that the catalog of media files can be presented to the
user in various ways. In one example, a complete listing of the
media files can be presented to the user organized by the
different categories. In another example, different icons can
be presented for the different categories of media files and the
user can select which category of media files the user wants to
view.

In some implementations, in response to the router 110
discovering the media files and obtaining the file name, file
extension and metadata associated with the media files, the
router 110 can determine the type, title, and other information
associated with the content of each media file. For example,
the router 110 can parse the name and/or metadata of each of
the media files to determine the title (e.g., the title of the
movie, song, image, etc.) and/or other information (e.g.,
genre, artist(s), album name, etc.) associated with the content
of each media file. In some implementations, after determin-
ing the type of media file and the title associated with the
content of the media file, the router 110 can search the Internet
to find additional information associated with the file content
(e.g., information that matches the title of the file content).
For example, if the router 110 determines that a media file is
a movie and determines the title of the movie, the router 110
can search the Internet to find a text description of the movie,
movie critic reviews, and/or a preview of the movie. In
another example, if the router 110 determines that the media
file is a song and determines the name of the song, the router
110 can search the Internet to find an image of the album
cover, song lyrics, and/or a preview of the song. The router
110 can include this additional information (and/or a link to
the additional information) associated with the file content in
the catalog information/files the router 110 sends out to the
network device 122 or web servers. In this case, when the
catalog of the media files is presented to the user, the addi-
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tional information (e.g., content description, reviews, thumb-
nail image, etc.) would also be presented to the user (e.g.,
when the user selects one or more of the media files). For
example, for an audio file, a thumbnail image of the album
cover could be displayed next to the name of the song. Also,
the user interface can allow the user to interact with the
information; for example, if the user double-clicks on the title
of' a movie, the description or reviews of the movie can be
displayed. In some implementations, instead of the router 110
performing the Internet or database search for additional
information associated with the file content, the router 110
sends the catalog information (e.g., type/category, file name,
file extension, file size, content title, content genre, content
artist, etc.) to the web servers, and the web servers (e.g., at the
cloud 150) may perform the Internet search and add the
additional information/files to the catalog for presentation to
the user. In some implementations, the router 110 may also
send the metadata associated with the content of each of the
media files along with (or as part of) the catalog information.
After block 210, the flow continues at block 212 of FIG. 3,
which is a continuation of the flow diagram of FIG. 2 illus-
trating additional example operations for implementing the
network media discovery and remote access mechanism,
according to some embodiments.

At block 212, a message is received at the router 110 from
the remote network node requesting one or more of the media
files included in the catalog of media files being presented to
the user. For example, when the user double-clicks or other-
wise selects one or more of the media files via the user
interface, a message is sent from the network device 122 to
the router 110, or from the network device 122 to the cloud
150 (or other web servers) and then to the router 110 request-
ing the one or more media files (e.g., see file request 408
shown in F1G. 4). In one implementation, the request message
received at the router 110 may include the name, title, type,
and/or other information associated with the one or more
requested media files. For example, the request message may
indicate the type of media file (e.g., a music file) and the title
and/or name of the media file (e.g., title of the song). In
another implementation, the media discovery unit 112 may
have associated each media file in the catalog (e.g., each
catalog entry) with a catalog entry ID when creating the
catalog, and the catalog entry IDs may be included as part of
the catalog information. In this implementation, the request
message received at the router 110 may indicate one or more
catalog entry IDs associated with the one or more requested
media files. After block 212, the flow continues at block 214.

At block 214, the one or more requested media files are
identified based on the information included in the request
message. In one implementation, the media discovery unit
112 identifies the one or more requested media files based on
the information included in the request message. For
example, the media discovery unit 112 identifies the one or
more requested media files based on the name, title, type,
catalog entry ID and/or other information included in the
request message. Based on the information included in the
request message, the media discovery unit 112 can identify
the one or more requested media files by accessing and com-
paring the information included in the request message to the
information of the catalog of media files stored at the router
110. Also, once the one or more requested media files are
identified in the catalog of media files, the media discovery
unit 112 can determine the location where the one or more
requested media files are stored within the LAN 100 from the
catalog information associated with the one or more
requested media files. For example, the media discovery unit
112 can determine which one or more of the network devices
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102 of the LAN 100 store the one or more requested media
files (e.g., the address associated with the one or more net-
work devices 102 where the one or more requested media files
are stored). It is noted that, in some implementations, the
remote media access unit 114 can operate in conjunction with
the media discovery unit 112 to identify the one or more
requested media files based on the information included in the
request message. For example, the remote media access unit
114 can detect the request message received at the router 110
and then operate in conjunction with the media discovery unit
112 to identify the one or more requested media files. After
block 214, the flow continues at block 216.

Atblock 216, the one or more requested media files are sent
from the router 110 to the remote network node for presen-
tation to the user. In some implementations, the one or more
requested media files are sent from the corresponding net-
work device 102 in the LAN, forwarded through the router
110 (e.g., via the remote media access unit 114), and to the
WAN 140. In some cases, a requested media file may be
temporarily stored at the router 110 and/or may be tempo-
rarily stored at the network device 122 or the web servers in
the WAN 140. For example, a video or music file can be
streamed from the LAN 100 to the network device 122 or to
the cloud 150 for presentation to the user (e.g., via a browser
or other application on the network device 122). The media
files that are sent and temporarily stored may be automati-
cally deleted when the user closes the content, when the
content stops playing, when the user logs off or ends the
session, etc. In some implementations, after the media dis-
cover unit 112 determines the location of the one or more
requested media files (e.g., from the catalog information), the
media discovery unit 112 and/or the remote media access unit
114 can retrieve the one or more requested media files from
the corresponding one or more network devices 102 in the
LAN 100 so that the remote media access unit 114 can for-
ward the media files to the WAN 140. In one example, after
the media discover unit 112 determines the location of the one
or more requested media files (e.g., from the catalog infor-
mation), the media discovery unit 112 and/or the remote
media access unit 114 can send a request message (e.g., file
request 410 shown in FIG. 4) for the corresponding one or
more network devices 102 to send the one or more requested
media files to the router 110 (e.g., requested file(s) 412 shown
in FIG. 4). The remote media access unit 114 can then forward
the media files (e.g., requested file(s) 414 shown in FIG. 4) to
the remote network device 122 in the WAN 140. In some
implementations, the media discovery unit 112 and/or the
remote media access unit 114 of the router 110 can forward
the media files to one or more destination addresses (e.g., IP
addresses) associated with the remote network node (e.g., the
network device 122 or the cloud 150). After block 216, the
flow continues at block 218.

Atblock 218, it is determine whether an additional request
message is received at the router 110 for one or more media
files from the remote network node. If it is determined that an
additional request message is received, the flow loops back to
block 214, where the one or more additional requested media
files are identified. If it is determined that no additional
request messages are received, the flow continues at block
220.

Atblock 220, it is determined whether the user has logged
outat the remote network node. If it is determined the user has
logged out, the flow ends. If it is determined that the user has
not logged out, the flow loops back to block 218, where it is
determined whether an additional request message is received
at the router 110 from the remote network node.
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It should be understood that FIGS. 1-3 and the operations
described herein are examples meant to aid in understanding
embodiments and should not be used to limit embodiments or
limit scope of the claims. Embodiments may perform addi-
tional operations, fewer operations, operations in a different
order, operations in parallel, and some operations differently.
In some implementations, the router 110 can continuously or
periodically perform the discovery procedure in the LAN 100
to maintain an updated catalog of the media files available in
the various network devices 102 of the LAN 100. In addition,
the router 110 can perform the discovery procedure based on
one or more events detected in the LAN 100 (e.g., if a new
network device 102 joins the network or if an existing net-
work device 102 leaves the network). In one example, in
response to detecting a network event indicating a new net-
work device 102, the router 110 may discover only the media
and text files stored in the new network device 102 (and wait
to perform the full discovery procedure until the next sched-
uled time). In another example, in response to detecting a
network event indicating an existing network device 102 has
left the LAN 100 (or is unavailable or malfunctioning), the
router 110 may only delete the media and text files associated
with that particular network device 102 from the catalog of
files (and wait to perform the full discovery procedure until
the next scheduled time). In some implementations, since the
router 110 creates and stores the catalog of the media files
discovered in the network devices 102 of the LAN 100 (e.g.,
a listing of the media files and metadata), and does not store
the actual (or complete) media file, the router 110 may be
designed with the typical amount of memory and storage for
a router/gateway. The router 110 may allow a remote user
access to a complete and updated list of most or all of the
media files stored in various network devices 102 of the LAN
100 without having to store the complete media files at the
router 110, and without having to update the complete media
files when a change is detected.

In some embodiments, in addition to discovering media
files available in the network devices 102 of the LAN 110, the
media discovery unit 112 of the router 110 can also imple-
ment discovery techniques to find media files (and othertypes
of files) stored in web-based or cloud-based storage accounts
(hereinafter, WAN-based storage accounts) associated with
theusers/owners of the LAN 100. After discovering the media
files that are stored in the WAN-based storage accounts, a
catalog entry associated with these media files can also be
included in the same catalog of media files that was described
above with reference to FIGS. 2-3. For instance, in some
implementations, the users/owners of the LAN 100 can pro-
vide the usernames/passwords and other login credentials to
the router 110, and the router 110 can store the login creden-
tials for later use during the discovery process. During the
discovery process, the router 110 can use the login credentials
to access the WAN-based storage accounts. Similarly as
described above, after login, the router 110 can obtain infor-
mation (e.g., file name, file extension, and/or metadata) asso-
ciated with the media and text files that are stored in the
WAN-based storage accounts, in order to create the catalog
entries associated with the files. In a similar manner, in some
implementations, the router 110 may implement discovery
techniques to detect files associated with other types of WAN-
based accounts, such as social media accounts, web-based
email accounts, etc., and create catalog entries for these files.

In some embodiments, the router 110 may also allow users
to remotely manage the settings of the router 110 and/or
remotely perform diagnostic analysis on the router 110. In
one example, the router 110 may allow the users to manage
and update the parental control settings on the router 110. In
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some embodiments, in addition to providing access to media,
text, and other data files in the LAN 100, the router 110 may
also discover configuration files or other types of files in the
LAN 100 that allow the user to remotely manage, program,
and/or control some devices in the LAN 100, such as smart
appliances, digital thermostats, digital video recorders
(DVRs), etc. Remote access to these types of devices in the
LAN 100 may also be provided using the catalog that is
created at the router 110 and sent to the remote nodes (e.g.,
web servers or remote client computer) in the WAN 140. For
example, the catalog may also include the configuration files,
address information, security information, user credentials
and/or other types of files/information that allows the user to
remotely manage, program, and/or control some of the
devices in the LAN 100.

As will be appreciated by one skilled in the art, aspects of
the present inventive subject matter may be embodied as a
system, method, or computer program product. Accordingly,
aspects of the present inventive subject matter may take the
form of an entirely hardware embodiment, a software
embodiment (including firmware, resident software, micro-
code, etc.) or an embodiment combining software and hard-
ware aspects that may all generally be referred to herein as a
“circuit,” “module” or “system.” Furthermore, aspects of the
present inventive subject matter may take the form of a com-
puter program product embodied in one or more computer
readable medium(s) having computer readable program code
embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or in connection with an instruction
execution system, apparatus, or device. A computer readable
signal medium may include a propagated data signal with
computer readable program code embodied therein, for
example, in baseband or as part of a carrier wave. Such a
propagated signal may take any of a variety of forms, includ-
ing, but not limited to, electro-magnetic, optical, or any suit-
able combination thereof. A computer readable signal
medium may be any computer readable medium that is not a
computer readable storage medium and that can communi-
cate, propagate, or transport a program for use by or in con-
nection with an instruction execution system, apparatus, or
device. Program code embodied on a computer readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present inventive subject matter may be written
in any combination of one or more programming languages,
including an object oriented programming language such as
Java, Smalltalk, C++ or the like and conventional procedural
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programming languages, such as the “C” programming lan-
guage or similar programming languages. The program code
may execute entirely on the user’s computer, partly on the
user’s computer, as a stand-alone software package, partly on
the user’s computer and partly on a remote computer or
entirely on the remote computer or server. In the latter sce-
nario, the remote computer may be connected to the user’s
computer through any type of network, including a local area
network (LAN) or a wide area network (WAN), or the con-
nection may be made to an external computer (for example,
through the Internet using an Internet Service Provider).

Aspects of the present inventive subject matter are
described with reference to flowchart illustrations and/or
block diagrams of methods, apparatus (systems) and com-
puter program products according to embodiments of the
inventive subject matter. It will be understood that each block
of'the flowchart illustrations and/or block diagrams, and com-
binations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instruc-
tions. These computer program instructions may be provided
to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the flowchart and/or
block diagram block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions
stored in the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

FIG. 5 is a block diagram of one embodiment of a network
device 500 including a mechanism for network media discov-
ery and remote access in a wide area network. In some imple-
mentations, the network device 500 is a network traffic man-
aging node between two or more networks (e.g.,aLAN and a
WAN) that receives, processes, and routes packets associated
with the networks; for example, the network traffic managing
node may be a router/gateway of a LAN (e.g., LAN 100
shown in FIG. 1). It is noted, however, that in other imple-
mentations the network device 500 may be other suitable
types of network devices that can be configured to implement
the functionality described above with reference to FIGS. 1-4,
such as a cable modem, a wireless access point, a network
bridge, a network switch, a desktop computer, a gaming con-
sole, a mobile computing device, etc. The network device 500
includes a processor unit 502 (possibly including multiple
processors, multiple cores, multiple nodes, and/or imple-
menting multi-threading, etc.). The network device 500
includes a memory unit 506. The memory unit 506 may be
system memory (e.g., one or more of cache, SRAM, DRAM,
zero capacitor RAM, Twin Transistor RAM, eDRAM, EDO
RAM, DDR RAM, EEPROM, NRAM, RRAM, SONOS,
PRAM, etc.) or any one or more of the above already
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described possible realizations of machine-readable storage
media. The network device 500 also includes a bus 510 (e.g.,
PCI, ISA, PCI-Express, HyperTransport®, InfiniBand®,
NuBus, AHB, AX], etc.), and network interface(s) 508 that
include at least one of a wireless network interface (e.g., a
Bluetooth interface, a WLAN 802.11 interface, a WiMAX
interface, a ZigBee® interface, a Wireless USB interface,
etc.) and a wired network interface (e.g., an Ethernet inter-
face, a powerline communication interface, etc.). As illus-
trated, the network interface(s) 508 also includes a media
discovery unit 512 and a remote media access unit 514. For
example, the media discovery unit 512 and the remote media
access unit 514 may be implemented within a network inter-
face card or network interface module of the network inter-
face(s) 508. The media discovery unit 512 and the remote
media access unit 514 may be operable to implement the
network media discovery and remote access mechanism for
the network device 500, as describe above with reference to
FIGS. 1-4.

Any one of these functionalities may be partially (or
entirely) implemented in hardware and/or on the processor
unit 502. For example, the functionality may be implemented
with one or more application specific integrated circuits, one
or more system-on-a-chip (SoC), or other type of integrated
circuit(s), in logic implemented in the processor unit 502, in
a co-processor on a peripheral device or card, in a separate
processor and/or memory implemented within the network
interface 508, etc. Further, realizations may include fewer or
additional components not illustrated in FIG. 5 (e.g., video
cards, audio cards, additional network interfaces, peripheral
devices, etc.). The processor unit 502, the memory unit 506,
and the network interfaces 508 are coupled to the bus 510.
Although illustrated as being coupled to the bus 510, the
memory unit 506 may be coupled to the processor unit 502.

While the embodiments are described with reference to
various implementations and exploitations, it will be under-
stood that these embodiments are illustrative and that the
scope of the inventive subject matter is not limited to them. In
general, techniques for implementing a network connected
media gateway as described herein may be implemented with
facilities consistent with any hardware system or hardware
systems. Many variations, modifications, additions, and
improvements are possible.

Plural instances may be provided for components, opera-
tions or structures described herein as a single instance.
Finally, boundaries between various components, operations
and data stores are somewhat arbitrary, and particular opera-
tions are illustrated in the context of specific illustrative con-
figurations. Other allocations of functionality are envisioned
and may fall within the scope of the inventive subject matter.
In general, structures and functionality presented as separate
components in the exemplary configurations may be imple-
mented as a combined structure or component. Similarly,
structures and functionality presented as a single component
may be implemented as separate components. These and
other variations, modifications, additions, and improvements
may fall within the scope of the inventive subject matter.

What is claimed is:
1. A method for discovery of files in a local area network,
the method comprising:
discovering, by a router in the local area network, a plural-
ity of files stored in a plurality of network devices of the
local area network;
creating, by the router, a catalog of the plurality of files
based, at least in part, on information associated with the
plurality of files;
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receiving, by the router, a first message from a remote
network node of a wide area network, the first message
requesting access to the plurality of files; and

providing, by the router, the catalog of the plurality of files
to the remote network node of the wide area network in
response to receiving the first message;

detecting, by the router, a change associated with the plu-

rality of files stored in the local area network; and
updating, by the router, the catalog of the plurality of files
after detecting the change.

2. The method of claim 1, further comprising:

providing, by the router, one or more files to the remote

network node in response to receiving a second message
from the remote network node requesting the one or
more files from the catalog of the plurality of files.

3. The method of claim 1, wherein the router includes a
processor, a memory, and a network interface for communi-
cation with the local area network and the wide area network.

4. The method of claim 1, wherein said detecting the
change associated with the plurality of files and updating the
catalog of the plurality of files comprises:

determining, by the router, one or more new files have been

stored in the local area network; and

updating, by the router, the catalog of the plurality of files

after determining the one or more new files have been
stored in the local area network.

5. The method of claim 1, further comprising:

receiving a second message from the remote network node

requesting one or more files from the catalog of the
plurality of files, the second message including informa-
tion associated with the one or more files;

identifying the one or more files requested by the remote

network node from the catalog of the plurality of files
based, at least in part, on the information associated with
the one or more files; and
providing the one or more files to the remote network node.
6. The method of claim 5, wherein said identifying the one
or more files requested by the remote network node from the
catalog of the plurality of files comprises:
determining one or more catalog entry identifiers included
in the second message, the one or more catalog entry
identifiers associated with the one or more files; and

identifying the one or more files based, at least in part, on
the one or more catalog entry identifiers.

7. The method of claim 5, further comprising:

determining one or more of the plurality of network

devices on which the one or more files are stored.

8. The method of claim 7, further comprising:

transmitting, from the router, a third message requesting

the one or more of the plurality of network devices to
provide the one or more files to the remote network node
via the router.

9. The method of claim 7, further comprising:

retrieving, by the router, the one or more files from the one

or more of the plurality of network devices to provide the
one or more files from the router to the remote network
node.
10. The method of claim 1, further comprising:
determining information associated with the plurality of
files from the plurality of network devices, the informa-
tion including at least one member selected from the
group consisting of file names, file extensions, and meta-
data associated with the plurality of files; and

organizing the catalog of the plurality of files according to
at least one member of the group consisting of the file
names, the file extensions, and the metadata associated
with the plurality of files.
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11. The method of claim 1, further comprising:

determining information associated with the plurality of

files from the plurality of network devices, the informa-
tion including at least one member selected from the
group consisting of file names, file extensions, and meta-
data associated with the plurality of files;

parsing the metadata associated with the plurality of files to

determine additional information associated each of the
plurality of files; and organizing the catalog of the plu-
rality of files according to at least one member selected
from the group consisting of the file names, the file
extensions, and the additional information parsed from
the metadata.

12. The method of claim 1, further comprising determining
information associated with the plurality of files from the
plurality of network devices, the information including at
least one member selected from the group consisting of a type
of file associated with each of the plurality of files and infor-
mation associated with content of each of the plurality of files.

13. The method of claim 12, wherein said creating the
catalog of the plurality of files comprises creating the catalog
of'the plurality of files organized according to the type of file
associated with each of the plurality of files and the informa-
tion associated with the content of each of the plurality of
files.

14. The method of claim 1, further comprising, in response
to receiving a second message from the remote network node
requesting one or more files from the catalog of the plurality
of'files, providing the one or more files to the remote network
node by at least one member selected from the group consist-
ing of transmitting a copy of each file to the remote network
node, streaming each file to the remote network node, and
providing the remote network node access to the one or more
files stored at the plurality of network devices via the router.

15. The method of claim 1, wherein said detecting the
change associated with the plurality of files comprises at least
one member selected from the group consisting of:

detecting, by the router, the change associated with the

plurality of files based, at least in part, on performing a
discovery procedure periodically; and

detecting, by the router, one or more new network devices

have been added to the local area network.

16. The method of claim 1, wherein at least a subset of the
plurality of files stored in the plurality of network devices of
the local area network include media files.

17. The method of claim 1, wherein at least a subset of the
plurality of network devices of the local area network com-
prise at least one member selected from the group consisting
of'a notebook computer, a tablet computer, a mobile phone, a
desktop computer, a gaming console, a digital camera, a
television, and a smart appliance.

18. The method of claim 1, wherein the remote network
node of the wide area network comprises a remote computer
system communicatively coupled with an Internet.

19. A router in a local area network, the router comprising:

a processor;

a media discovery unit coupled with the processor and

configured to:

discover a plurality of files stored in a plurality of net-
work devices of the local area network;

create a catalog of the plurality of files based, at least in
part, on information associated with the plurality of
files; and

a remote media access unit coupled with the processor and

configured to:
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receive a first message from a remote network node of a
wide area network, the first message requesting
access to the plurality of files;

provide the catalog of the plurality of files from the
router to the remote network node of the wide area
network in response to receiving the first message;

receive a second message from the remote network
node, the second message requesting one or more files
from the catalog of the plurality of files; and

provide the one or more files to the remote network node
in response to receiving the second message;
wherein the media discovery unit is further configured to:
detect a change associated with the plurality of files
stored in the local area network; and

update the catalog of the plurality of files after detecting
the change.

20. The router of claim 19, wherein the media discovery
unit configured to detect the change and update the catalog of
the plurality of files comprises the media discovery unit con-
figured to:

determine one or more new files have been stored in the

local area network; and

update the catalog of the plurality of files after determining

the one or more new files have been stored in the local

area network.

21. The router of claim 19, wherein the remote media
access unit is further configured to determine one or more of
the plurality of network devices on which the one or more files
are stored.

22. Therouter of claim 19 wherein the remote media access
unit is further configured to:

receive the second message from the remote network node

requesting the one or more files from the catalog of the

plurality of files, the second message including informa-
tion associated with the one or more files;

identify the one or more files requested by the remote

network node from the catalog of the plurality of files

based, at least in part, on the information associated with
the one or more files;

determine one or more of the plurality of network devices

on which the one or more files are stored; and

provide the one or more files to the remote network node.

23. The router of claim 19, wherein the remote media
access unit is further configured to:

determine one or more catalog entry identifiers included in

the second message, the one or more catalog entry iden-

tifiers associated with the one or more files; and
identify the one or more files based, at least in part, on the
one or more catalog entry identifiers.

24. The router of claim 19, wherein the media discovery
unit is further configured to determine the information asso-
ciated with the plurality of files from the plurality of network
devices, the information including at least one member
selected from the group consisting of file names, file exten-
sions, and metadata associated with the plurality of files.

25. The router of claim 19, wherein the media discovery
unit is further configured to determine the information asso-
ciated with the plurality of files from the plurality of network
devices, the information including at least one member
selected from the group consisting of a type of file associated
with each of the plurality of files and information associated
with content of each of the plurality of files.

26. A network router of a local area network, the network
router

comprising:

a network interface;
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one or more processors coupled with the network interface;

and

a memory to store instructions which, when executed by

the one or more processors, cause the network router to

perform operations that comprise:

creating a catalog of a plurality of files stored in a plu-
rality of network
devices of the local area network based, at least in

part, on information associated with the plurality of
files;

receiving a first message from a remote network node of
a wide area network, the first message requesting
access to the plurality of files;

providing the catalog of the plurality of files from the
network router to the remote network node of the wide
area network in response to receiving the first mes-
sage;

receiving a second message from the remote network
node, the second message requesting one or more
files;

identifying the one or more files from the catalog of the
plurality of files based, at least in part, on one or more
catalog entry identifiers included in the second mes-
sage, the one or more catalog entry identifiers associ-
ated with the one or more files;

providing the one or more files to the remote network
node;

detecting a change associated with the plurality of files
stored in the local area network; and

updating the catalog of the plurality of files after detect-
ing the change.

27. The network router of claim 26, wherein the instruc-
tions executed by the one or more processors cause the net-
work router to perform operations that further comprise:

discovering the plurality of files stored in the plurality of

network devices of the local area network; and
determining the information associated with the plurality
of files from the plurality of network devices.

28. A non-transitory machine-readable storage medium
having instructions stored therein, which when executed by
one or more processors cause the one or more processors to
perform operations that comprise:

discovering, by a router in a local area network, a plurality

of files stored in a plurality of network devices of the
local area network;
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creating, by the router, a catalog of the plurality of files
based, at least in part, on information associated with the
plurality of files;

receiving, by the router, a first message from a remote

network node of a wide area network, the first message
requesting access to the plurality of files;

providing, by the router, the catalog of the plurality of files

to the remote network node of the wide area network in
response to receiving the first message;

detecting, by the router, a change associated with the plu-

rality of files stored in the local area network; and
updating, by the router, the catalog of the plurality of files
after detecting the change.

29. The non-transitory machine-readable storage medium
of claim 28, wherein the operations further comprise:

providing, by the router, one or more files to the remote

network node in response to receiving a second message
from the remote network node requesting the one or
more files from the catalog of the plurality of files.

30. The non-transitory machine-readable storage medium
of claim 28, wherein the operations further comprise:

receiving a second message from the remote network node

requesting one or more files from the catalog of the
plurality of files, the second message including informa-
tion associated with the one or more files;

identifying the one or more files requested by the remote

network node from the catalog of the plurality of files
based, at least in part, on the information associated with
the one or more files; and

providing the one or more files to the remote network node.

31. The non-transitory machine-readable storage medium
of claim 30, wherein said operations of identifying the one or
more files requested by the remote network node from the
catalog of the plurality of files comprise: determining one or
more catalog entry identifiers included in the second

message, the one or more catalog entry identifiers associ-

ated with the one or more files; and

identifying the one or more files based, at least in part, on

the one or more catalog entry identifiers.

32. The non-transitory machine-readable storage medium
of claim 28, wherein said operations further comprise deter-
mining the information associated with the plurality of files
from the plurality of network devices.
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